Spring Security

RNDr. David Drzik, PhD. — ddrzik@ukf.sk




Uvod do bezpeénosti webovych aplikacii

* kazda webova aplikacia komunikuje cez internet
data a pouzivatelskeé ucty su potencialne ohrozene
* utoCnici sa mozu pokusit
ziskat citlive udaje (hesla, osobné informacie)
zneuzivat identitu pouzivatela
vykonavat neautorizované operacie (napr. mazanie, zmena dat)
narusat dostupnost’ systemu (napr. cez utoky DDoS)

* najcastejsie typy utokov:

SQL Injection, Cross-Site Scripting, Cross-Site Request Forgery, Brute-
force utoky, Session hijacking, ...



Spring Security

* bezpecCnostny framework pre Spring aplikacie, ktory zabezpecuje
autentifikaciu a autorizaciu pouzivatelov a poskytuje ochranu

pred beznymi webovymi utokmi
AUTHENTICATION AUTHORIZATION

* Autentifikacia
overenie totoznosti pouzivatela

e Autorizacia \(erifyjng Permissions
) ) . , identity and access
kontrola opravneni pouzivatela BT you ) levels

(what you can do)




Ako Spring Security spracovava
poziadavky (Filter Chain)

* implementacia pomocou Servlet filtrov na pozadi
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Security Filters v praxi
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Pridanie dependencies pre Security

pom.xml

<!-- Spring Security -->

<dependency>
<groupIld>org.springframework.boot</groupld>
<artifactId>spring-boot-starter-security</artifactId>

</dependency>

<!-- Thymeleaf Security -->

<dependency>
<groupId>org.thymeleaf.extras</groupld>
<artifactId>thymeleaf-extras-springsecurity6</artifactId>

</dependency>

<!-- Password Encoder (BCrypt) -->

<dependency>
<groupId>org.springframework.security</groupId>
<artifactId>spring-security-crypto</artifactId>

</dependency>



https://gist.githubusercontent.com/daviddrzik/aa26a5ef217ebb2e61e09a9f348cdc93/raw/71cd2ab670e5bb714d07ad47f9d39c6fd106d18f/WAJ_04x03x01

Pouzivatelia v nasej databaze

* hesla su v DB uz sifrovane pomocou BCrypt hashovacej funkcie
nastroj na bezpecné "zasifrovanie" hesla pred jeho uloZzenim
aj ked dvaja fudia maju , vysledny

first_name last_name email password roles
1 Jan Movak jan_novak@ukf.sk $2y$105D8koo29QyrkKg6/MytGal ROLE_student
Maria KovacCova maria_kovacova@ukf.sk $2y510$KfX00SkUIK wBWitDfzV ROLE_student

3 Peter Horvath peter. horvath@ukf.sk $2y$105D8ko029QyrKg6/MytGal ROLE_teacher
David Drzik ddrzik@ukf.sk $2y$105D8koo29QyrKg6/Mytéal ROLE_student, ROLE_teacher
Zuzana Novotna Zuzana.novotna@ukf.sk $2y$10$KIX00SkUIK weWitDfzV  ROLE_student

* pre nase ucely vyvoja a testovania aplikacie V Spring Boot je

pozadovany tvar:

maju vSetci v DB heslo a zeny maju heslo 456 ROLE_nazov



Nasa databaza UDEMY -

"~ lesson
id INT

» course_id INT

order_index INT

title VARCHAR(255)
content MEDIUMTEXT

created _at TIMESTAMP
updated_at TIMESTAMP
deleted_at TIMESTAMP

Vznika
spojovacia
tabulka
dekompozi¢nym
vztahom.

__| enrollment
id INT

» course_id INT

» student_id INT
created_at TIMESTAMP

name VARCHAR(255)
description MEDIUMTEXT
price FLOAT

password VARCHAR(128)

» teacher _id INT

created_at TIMESTAMP
updated_at TIMESTAMP
deleted_at TIMESTAMP

| user

id INT

first_name VARCHAR(255)
last_name VARCHAR(255)
email VARCHAR(255)
password VARCHAR(255)
created_at TIMESTAMP
updated_at TIMESTAMP

| user_info
id INT
phone VARCHAR(15)
> user_id INT
created_at TIMESTAMP
updated_at TIMESTAMP

:| user_role V¥

id INT

_H_____————

»user_id INT

* role_id INT

Y

|
|
|
|
€
=+
“ | role

id INT

name VARCHAR(45)



Konfiguracia Spring Security v projekte

* tri zakladne triedy, ktoré spolu vytvaraju bezpecnostnu logiku aplikacie

_ ) v [] sk.ukf.udemy
* SecurityConfig v I config
hlavna konfigurac¢na trieda pre Spring Security © SecurityConfig
definuje pristupové pravidla, login a logout proces © UserDetailsServicelmpl
prepaja autentifikaciu s databazou pouzivatelov © UserPrincipal

* UserDetailsServicelmpl
implementuje nacitanie pouzivatela z databazy podfa emailu
poskytuje Spring Security udaje o pouzivatelovi a jeho rolach

* UserPrincipal

adapter medzi entitou User a bezpeCnostnym rozhranim Springu
obsahuje prihlasovacie udaje, role a doplnkové informacie (meno, email, inicialy)



</ ) SecurityConfig 1/4

java/sk/ukf/ludemy/config/SecurityConfig.java

@Configuration
@EnableWebSecurity -

public class SecurityConfig {

@Autowired
private UserDetailsServiceImpl userDetailsService;

@Bean

public PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();
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</ > SecurityConfig 2/4 - Hashovanie hesla

javal/sk/ukf/ludemy/config/SecurityConfig.java

@Configuration
@EnableWebSecurity
public class SecurityConfig {

@Autowired
private UserDetailsServiceImpl userDetailsService;

@Bean
public PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();
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</ > SecurityConfig 3/4 - AuthenticationManager

Centralny komponent Spring Security, ktory vykonava autentifikaciu,
overuje prihlasovacie udaje pouzivatela (napr. email a heslo).

java/sk/ukf/ludemy/config/SecurityConfig.java

@Bean

public AuthenticationManager authenticationManager(HttpSecurity http) throws Exception {
AuthenticationManagerBuilder amb = http.getSharedObject(AuthenticationManagerBuilder.class);
amb.userDetailsService(userDetailsService).passwordEncoder(passwordEncoder());
return amb.build();

Pomocou
AuthenticationManagerBuilder sa
definuje ako sa maju pouzivatelské

udaje nacitat a overovat.

Pouziva nasu vilastnu
implementaciu pre
nacitanie pouzivatela z DB.

Overuje heslo pomocou
BCrypt hashovania.
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</ > SecurityConfig 4/4 — securityFilterChain 1/5

java/sk/ukf/ludemy/config/SecurityConfig.java

@Bean
public SecurityFilterChain securityFilterChain(HttpSecurity http) throws Exception {

.requestMatchers("/", "/auth/login", "/auth/register").permitAll()
.requestMatchers("/course/**x", "/error").permitAlLl()
.requestMatchers("/css/*x", "/js/**", "/images/**", "/webjars/**").permitAll()
.requestMatchers("/admin/**").hasAnyAuthority("ROLE_admin")
.requestMatchers("/teacher/**").hasAnyAuthority("ROLE_teacher")
.requestMatchers("/student/**").hasAnyAuthority("ROLE_student")
.anyRequest().authenticated()

Metoda securityFilterChain
definuje, ako Spring Security
autentifikuje pouzivatefov a
autorizuje ich pristup k
jednotlivym Castiam aplikacie.

Metoda
authorizeHttpRequests()
urcuje, ktoré URL adresy su
verejné a ktoré vyzaduju
prinlasenie alebo rolu.

* permitAll() - stranky pristupné kazdému
* hasAnyAuthority("ROLE_admin") - pristup len pre

pouzivatefov s danou rolou

return http.build(); - anyRequest().authenticated() - véetky ostatné URL

vyzaduju prihlasenie
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</ > SecurityConfig 4/4 — securityFilterChain 2/5

java/sk/ukf/ludemy/config/SecurityConfig.java

@Bean Tato Cast' (formLogin) definuje
public SecurityFilterChain securityFilterChain(HttpSecurity http) throws Exception { proces prihlasenia pouzivatela.
http
;%BF&EB&E&?%BFE(SQIn_-: ________ 1

formLogin : : : . . :
Vlastna stranka pre login (nasa Thymeleaf Sabldna).

| |
.loginProcessingUrl("/log-in") Spring automaticky spracuje odoslany login formular

cez tento endpoint, bez nutnosti vlastného kontroléra.
.defaultSuccessUrl("/", true) : |

.loginPage("/auth/login")

' Sem bude pouzivatel presmerovany po uspesnom prihlaseni.

.failureUrl(“/auth/login?error=true"): |

.permitAll() Pri chybe prihlasovania je pouzivatel presmerovany spat’ na formular.

|
|
|
|
|
I
|
|
|
|
|
|
|
I Parameter “error=true umoznuje vo formulari zobrazit chybové hlasenie.

return http.build();



https://gist.githubusercontent.com/daviddrzik/38b657350b86d4f459eff66575fe9de4/raw/4c2d56dfedfbcd01c3b862b5b22c69007444f40b/WAJ_04x03x02

</ ’ SecurityConfig 4/4 - securityFilterChain 3/5

java/sk/ukf/ludemy/config/SecurityConfig.java

@Bean
public SecurityFilterChain securityFilterChain(HttpSecurity http) throws Exception {
http
- HARMERGLI FarTibogun = « po Uspednom prihlaseni Spring Security vytvori novy
fOTT;:?;;age( e auth Lo in®) SecurityContext, kiory obsahuje informécie o prihlasenom
pouzivatel'ovi (meno, roly)
.loginProcessingUrl("/log-in") » tento SecurityContext sa ulozi do serverovej HttpSession
« session je objekt na strane servera, ktory uchovava udaje
.defaultSuccessUrl("/", true) o stave pouzivatela pocas prihlasenia
» server odoSle do prehliadaca cookie
.fatlureUrl("/auth/login?error=true") so session 1D (napr_ JSESS|ON|D) & Siibory cookie a ditawebov X
localhost:8080
\ -permitAlL() £ spravovat dita webov v zariadeni A
1 povoleny web
» prehliadac tuto cookie automaticky posiela pri kazdej dalSe;
poziadavke
return http.build(); « server vie, ktory pouzivatel je aktualne prihlaseny

} |
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</ > SecurityConfig 4/4 — securityFilterChain 4/5

java/sk/ukf/ludemy/config/SecurityConfig.java

@Bean
public SecurityFilterChain securityFilterChain(HttpSecurity http) throws Exception {
http
// + predoslé: authorizeHttpRequests, formLogin

.logout(logout ->
logout

.logoutUrl("/logout")

. logoutSuccessUrl("/auth/login?logout=true")

.permitAlLl()

.exceptionHandling(exceptionHandling ->
exceptionHandling
.accessDeniedPage("/auth/error")
.authenticationEntryPoint((request, response, authException) -> {
response.sendRedirect("/auth/login");
})
)3

return http.build();
}
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</ > SecurityConfig 4/4 - securityFilterChain 5/5

java/sk/ukf/ludemy/config/SecurityConfig.java

@Bean
public SecurityFilterChain securityFilterChain(HttpSecurity http) throws Exception {

http
// + predoslé: authorizeHttpRequests, formLogin

.logout(logout ->
logout
.logoutUrl("/logout")
.logoutSuccessUrl("/auth/login?logout=true")
.permitAll()
)
.exceptionHandling(exceptionHandling ->
exceptionHandling
.accessDeniedPage("/auth/error")
.authenticationEntryPoint((request, response, authException) -> {
response.sendRedirect("/auth/login");

})
)5

return http.build();
}



https://gist.githubusercontent.com/daviddrzik/38b657350b86d4f459eff66575fe9de4/raw/4c2d56dfedfbcd01c3b862b5b22c69007444f40b/WAJ_04x03x02

, </ > UserDetailsServiceimpl

* pri autentifikacii potrebujeme ziskat' udaje o pouzivatelovi

* predvolené rozhranie UserDetailsService nevie odkial tieto data Citat, preto je
potrebne vytvorit’ vlastnu implementaciu UserDetailsServicelmpl

java/sk/ukf/ludemy/config/UserDetailsServicelmpl.java _

@Service |

public class UserDetailsServiceImpl implements UserDetailsService {
To nam umoznuje nacitat’ pouzivatela podla

@Autowired emailu a ziskat’ pouzivatela spolu s jeho
private UserRepository userRepository; rolami (findByEmailWithRoles).
@Override

public UserDetails loadUserByUsername(String email) throws UsernameNotFoundException {

User user = userRepository.findByEmailWithRoles(email)
.orElseThrow(() ->

new UsernameNotFoundException("Pouzivatel s emailom " + email + " nebol najdeny"));

return new UserPrincipal(user);

) Transformacia entity User do objektu UserDetails (opat vlastna implementacia
) UserPrincipal), ktory Spring Security pouziva pri autentifikacii a autorizacii.
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</ ) UserPrincipal ako implementacia

java/sk/ukf/ludemy/config/UserPrincipal.java

public class UserPrincipal implements UserDetails { Spring Security pracuje s rozhranim UserDetails,
ktoré definuje, ako ma objekt User vyzerat
private final User user; (heslo, meno, roly, stav uctu atd'.).

public UserPrincipal(User user) { this.user = user; }

@verride | | . Trieda UserPrincipal obaluje entitu User,
public Collection<? extends GrantedAuthority> getAuthorities() { . . . .
implementuje rozhranie UserDetails,
return user.getRoles().stream()

.map(role -> new SimpleGrantedAuthority(role.getName())) prevadza roly na objekty GrantedAuthority
.collect(Collectors.toSet()); a spristupnuje doplnkove udaje, napriklad
} inicialy pouzivatela cez metodu getlnitials().

public String getInitials() {
String firstName = user.getFirstName();
String lastName = user.getlLastName(); I i
return (firstName.substring(0, 1) + UserPrInCIpaI
lastName.substring(®, 1)).toUpperCase();

Spring
} Security
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</ > UserRepository

java/sk/ukf/ludemy/dao/UserRepository.java

public interface UserRepository extends JpaRepository<User, Integer> {

boolean existsByEmail(String email);

@Query( "SELECT u FROM User u LEFT JOIN FETCH u.roles WHERE u.email = :email")
Optional<User>| findByEmailWithRoles(@Param("email") String email);

Jasné?

java/sk/ukf/ludemy/config/UserDetailsServicelmpl.java

@Override
public UserDetails loadUserByUsername(String email) throws UsernamlotFoundException {
User user = userRepository.[findByEmailWithRoles(email)
.orElseThrow(() ->
new UsernameNotFoundException("Pouzivatel s emailom " + email + " nebol najdeny"));

return new UserPrincipal(user);

}
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</> UserServicelmpl 1/3

java/sk/ukf/ludemy/service/UserServicelmpl.java

@Service

public class UserServiceImpl implements UserService {

private final UserRepository userRepository;
private final PasswordEncoder passwordEncoder;

@Autowired
public UserServiceImpl(UserRepository userRepository, PasswordEncoder passwordEncoder) {
this.userRepository = userRepository;

this.passwordEncoder = passwordEncoder;
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i

</ > UserServicelmpl 2/3 - viozenie nového

java/sk/ukf/ludemy/service/UserServicelmpl.java

@Override ‘
@Transactional
public User saveUser(User incoming) { JeIDEko==07?Takide o novy zaznam.
if (incoming.getId() == 0) { ,
if (userRepository.existsByEmail(incoming.getEmail())) {
throw new IllegalArgumentException("...uz existuje");

if (incoming.getUserInfo() != null) {

incoming.getUserInfo().setUser(incoming); Ak obsahuje userlnfo, prepoji ho s entitou User (obojstranny vztah).
} |
id name
Role defaultRole = new Role(); Priradi predvolent rolu (Rolu s id = 1).
defaultRole.setId(1); 1 ROLE_student
incoming.setRoles(Set.of(defaultRole)); 2> ROLE teacher

incoming.setPassword(passwordEncoder.encode(incoming.getPassword()));

3 ROLE_admin

return userRepository.save(incoming);

Heslo zahashuje a ulozi zaznam do databazy.
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java/sk/ukf/ludemy/service/UserServicelmpl.java

(/ > UserServicelmpl 3/3 - aprava existuj(lcehv
User existing = userRepository.findById(incoming.getId())
.0rElseThrow(() -> new IllegalArgumentException("Pouzivatel neexistuje.")); _

if (incoming.getFirstName() != null) existing.setFirstName(incoming.getFirstName());
if (incoming.getLastName() != null) existing.setLastName(incoming.getLastName());
if (incoming.getEmail() !'= null) existing.setEmail(incoming.getEmail());

if (incoming.getUserInfo() != null) {
if (existing.getUserInfo() == null) {
existing.setUserInfo(incoming.getUserInfo());
incoming.getUserInfo().setUser(existing);
} else if (incoming.getUserInfo().getPhone() != null) {
existing.getUserInfo().setPhone(incoming.getUserInfo().getPhone());

return existing; // update sa vykona automaticky pri commitnutt

R —
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</ ) AuthController 1/2 _

java/sk/ukf/udemy/controller/AuthController.java

@Controller v [2resources
@RequestMapping("/auth") 3 :
public class AuthController { [ static
private final UserService userService; L Dtempla‘tEE
@Autowired ~ [ auth
pubhc.AuthContro}ler(UserSerVLFe userService) { <> Iﬂgin.html
this.userService = userService;
} <> register.html
@GetMapping("/login") : ) _
public String showLoginPage() { Zobrazi Stran!(u s loginom
return "auth/login"; (auth/login.html).
}

@GetMapping("/register")

public String showRegistrationForm(Model model) {
model.addAttribute("user", new User());
return "auth/register";

Do modelu prida novy prazdny objekt User, ktory
sa v Sablone viaze na formular.
Zobrazi registracnu stranku (auth/register.html).
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</ ) AuthController 2/2

java/sk/ukf/udemy/controller/AuthController.java

@PostMapping("/register")
public String createUser(@ModelAttribute("user") User user,
BindingResult bindingResult) {
try {
user.setId(0);
userService.savelUser(user);
return "redirect:/auth/login?register”;
} catch (IllegalArgumentException e) {
bindingResult.rejectValue("email", "email.exists", e.getMessage());
return "auth/register”;

}

@GetMapping("/error")
public String showErrorPage() {
return "error";
}
}
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. </ > Register.html

src/main/resources/templates/auth/register.html
xmlns:layout="http://www.ultraq.net.nz/thymeleaf/layout"

layout:decorate="~{layout}"
layout: fragment="content">

<form th:action="@{/auth/register}" th:object="${user}" method="post">
<h2>Registracia</h2>

<div th:if="¢${param.error}">

<p>Registracia zlyhala. Skuste znova.</p> _
</div>
<label for="email">Email</label>
<input type="email" th:field="*{email}" id="email" placeholder="Zadajte email" required>
<div th:if="¢{#fields.hasErrors('email')}" th:errors="*{email}"></div>

+ dalsie vstupné polia

<button type="submit">Registrovat</button>
</form>
</div>
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. <[> Login.htmi

src/main/resources/templates/auth/login.html

<div xmlns:th="http://www.thymeleaf.org"
xmlns:layout="http://www.ultraq.net.nz/thymeleaf/layout"
layout:decorate="~{layout}"
layout:fragment="content">

<div th:if="${param.crror}"><p>Zadany email alebo heslo nie sU spravne.</p></div>

<div th:if="¢${param.logout}"><p>Boli ste UspesSne odhlaseny.</p></div>
<div th:if="¢${param.register}"><p>Boli ste UspeSne zaregistrovany.</p></div>

<label for="username">Email</label>
<input type="email" id="username" name="username" placeholder="Vas email" required>

<label for="password">Heslo</label>
<input type="password" id="password" name="password" placeholder="Vase heslo" required>

<button type="submit">Prihlasit sa</button>
</form>
</div>
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</ > Header.html - uprava 1/2

src/main/resources/templates/fragments/header.html
{ Prihlasit’ sa } Registrovat sa
<header th:fragment="header"

<a th:href="@{/auth/login}">Prihlasit sa</a> : _Te,nto b,|0k je V'?[te'“y, len pre _
<a th:href="@{/auth/register}">Registrovat sa</a>: neprlhlasenych ppuzwatelov._Zoprgzme
P </div> : odkazy na prihlasenie a registraciu.

:<div sec:authorize="1isAuthenticated()"> : ‘
i <a href="/student/my-courses"
sec:authorize="hasRole( 'ROLE_student')">Moje ucCenie</a> [ Moje u&enie } { Moje vyu&ovanie } .
<a href="/teacher/my-learning" :
sec:authorize="hasRole( 'ROLE_teacher')">Moje vyucCovanie</a> David Drzik
<span th:text="${#authentication.principal.firstName} + ' ' E ddrzik@ukf.sk
+ ${#authentication.principal.lastName}"></span> : Tento blok je -
(<span th:text="¢{#authentication.principal.username}"></span>) : viditelny len pre
<form th:action="@{/logout}" method="POST"> '
<button type="submit">0dhlasit sa</button>
</form>

MGj profil

prihlasenych
pouzivatelov.

Nastavenia

Odhlasit sa
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</ > Header.html - uprava 2/2

src/main/resources/templates/fragments/header.html

<header th:fragment="header"

xmlns:sec="http://www.thymeleaf.org/thymeleaf-extras-springsecurity6">

<div sec:authorize="1sAnonymous()">
<a th:href="@{/auth/login}">Prihlasit sa</a>
<a th:href="@{/auth/register}">Registrovat sa</a>

</div>

<div sec:authorize="1sAuthenticated()">
'25"HFEF”“7§¥Uaéﬁf7ﬁ§"E6ﬁF§E§“ ....................................................................
: sec:authorize="hasRole('ROLE_student')">Moje ucenie</a>
:<a href="/teacher/my-learning"
:.....5ec:authorize="hasRole('ROLE teacher’)">Moje vyulovanie</a>
<span th:text="¢${#authentication.principal.firstName} + ' '

+ ${#authentication.principal. 1astName}"></span>
§(<span th:text="¢${#authentication.principal.username}"></span>) :
:<form th:action="@{/logout}" method="POST"> :
: <button type="submit">0dhlasit sa</button>
</form>

</header>



https://gist.githubusercontent.com/daviddrzik/90adacbea629fbe61ee80f9e9016c7ea/raw/23bc063f9e4ba27f94bcb2852d0d270053196482/WAJ_04x03x10

() Hradat kurzy.. Nazov (A-Z)

————]
Registracia
Krstné meno : 2
David C - C .

Priezvisk ihl& ]
riezvisko Prihlasenie
Drzik Objektove technolégie Webové apliks

- David DrZik platforme Javi
Email : o . . :
David Drzik Boli ste tspeSne zaregistrovany Prihlaste

ddrzik@ukf.sk 2999 € sa prosim.
Pouzivatel s tymto emailom uzZ existuje 49,99 €

Heslo Email
Zadajte heslo Vas email

Heslo

Pouzivatelov otravuje, ked sa po Vase heslo
registracii musia prihlasovat, nemdéze

zostat’ pouzivatel prihlaseny hned? e

Telefénne gislo
0903123456




David Drzik

ddrzik@ukf.sk

Q) Hiadat kurzy... 0
MGj profil

Nastavenia

QOdhlasit sa
—
‘ “ = ‘ Prihlasenie

Boli ste uspesne odhlaseny.

Udajové struktury a Objektové technoldgie Webové aplii ™! e
triedy v jazyku Java Déavid Drzik platforme Ja ~ Vasemal
David Drzik David Drzik Heslo
29,99 €
16,99 € 49,99 €

Vase heslo




@Q Zdroje

* https://spring.io/

* https://docs.spring.io/spring-security/reference/

* hitps://www.udemy.com/course/spring-hibernate-tutorial

* https://www.baeldung.com/spring-security-thymeleaf

* hitps://spring.io/quides/gs/securing-web
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' Opakovanie

1.

Naco sluzia atributy layout:decorate a layout:fragment v Thymeleaf
Sablonach a aky problém riesi kniznica, ktora ich poskytuje?

. Aky je ucel BCryptPasswordEncoder typu PasswordEncoder?
. Popiste zjednodusene, Co sa stane s HT TP poziadavkou na chranenu

URL, ak pouzivatel nie je prihlaseny (Filter Chain).
Naco sluzi trieda UserPrincipal ked existuje UserDetails?

. Ako server "vie", ze pouzivatel je stale prihlaseny, ked posle novu

HTTP poziadavku?

. Ako by ste zabezpecili, aby sa chraneny odkaz zobrazil iba

pouzivatelovi s konkrétnou rolou v Thymeleaf sablone?
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