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Abstract—To enhance privacy in smart grids (SGs) and inter-
net of thing (IoT) systems, a Federated Learning (FL) framework
is proposed for practical application. By leveraging the idea of
decentralizing model training and keeping raw data local, the
framework addresses the privacy and security challenges associ-
ated with data collection on centralized servers. The framework
achieves high accuracy (98.2% on MNIST, 85.6% on CIFAR-
10) while resisting poisoning attacks and scaling efficiently by
integrating differential privacy and secure aggregation. A case
study on energy demand forecasting confirms its real-world
applicability. The results demonstrate the potential of FL for
scalable, privacy-preserving data analysis in IoT and SGs, with
future work focused on integrating other privacy-enhancing
technologies such as blockchain (BC).

Index Terms—federated learning, smart grid, IOT, privacy.

I. INTRODUCTION

Machine learning (ML) has revolutionized many industries
by leveraging massive amounts of data to develop intelligent
models capable of performing complex tasks with high accu-
racy. However, traditional ML approaches rely on centralizing
data for training purposes, which raises significant concerns
regarding privacy, security, and scalability particularly crucial
in areas like smart grids (SGs) [1], [2], [3] and IoTs systems.

To mitigate these challenges, FL has emerged as an ad-
vanced ML paradigm that redefines how models are trained in
distributed environments. Unlike conventional ML techniques
that require data to be aggregated in a central repository,
FL enables models to be trained across multiple decentral-
ized devices or data sources while ensuring that raw data
remains local. A central coordinator then aggregates these
updates—rather than the actual data—to improve the global
model. This decentralized learning approach offers several ad-
vantages, including enhanced privacy, reduced communication
costs, improved compliance with data protection regulations,
and facilitating collaborative intelligence across multiple data
owners. Furthermore, FL reduces data transfer costs, resulting
in more efficient and scalable ML solutions [4], [5], [6].

This research paper is divided into five sections: The lit-
erature review section explores recent research in the field
of FL and its applications. The methodology section explains
the proposed framework, including the system architecture,
model design, and privacy mechanisms. The experimental
environment shows the dataset used and our testing criteria
for the proposed framework. The results and discussion section
presents the experimental results, supported by visualizations
and a case study. Finally, the conclusion summarizes the
framework’s outcomes, highlighting future research work.

II. LITERATURE REVIEW

Several studies have reviewed innovative approaches to
enhancing privacy, improving data sharing, and securing au-
thentication in distributed environments particularly in the
areas of the IoTs and SGs [7], [8], [9], [10]. Table I shows
the summery of these studies.

Coelho et al. [11] presented an authentication system that
combines two convolutional neural networks (CNNs) with FL,
using biometric identity to preserve user data privacy. Moulahi
et al. [12] proposed a hybrid framework that combines FL
techniques to predict diabetes risk while simultaneously en-
suring the confidentiality of sensitive patient medical data.

Ali et al. highlighted privacy concerns in blockchain (BC)-
based IoT systems and studied FL applications in distributed
IoT environments [13]. Their study identified privacy threats
in FL environments and presented BC-based tracking mecha-
nisms to mitigate these risks. Meanwhile, to detect intrusions
in Industrial Internet of Things (IIoT) networks, Ali et al.
[14] investigated BC models integrated with FL. They ana-
lyzed various attack detection techniques and potential attacks,
proposing security improvements.

Gogwoth et al. [15] presented a comparative review of FL-
based deep learning models focusing on their role in preserv-
ing data privacy. Callow and Lu [16] expanded his research by
proposing a BC-powered FL environment model for training



neural networks at the edge to improve the efficiency of
decentralized learning.

Eissa et al. [17] reviewed BC-based FL approaches for IoT
security, discussing current challenges, risks, and solutions.
Sharma et al. [18] proposed a BC-based FL framework fea-
turing lightweight authentication and a reward-based collabo-
rative learning system for privacy-preserving IoT computing.

Fan et al. [19] presented a decentralized anonymous FL
authentication methodology using BC technology and directed
acyclic graph (DAG), with a lightweight digital signature
algorithm for secure authentication. In the same context,
Arumugam et al. [20] proposed an elliptic curve cryptography-
based FL (ECC-BFL) methodology in BC to enhance privacy.

In the healthcare field, FL has been combined with BC
technology to address privacy concerns in electronic health
records (EHRs). Goduri et al. [21] proposed a BC-encrypted
FL strategy that ensures end-to-end encryption in decentralized
cloud storage and leverages smart contracts (SCs) for secure
data exchange. Kalapaaking et al. [22] further enhanced se-
curity in such systems by implementing a Trusted Execution
Environment (TEE) using Intel SGX, which ensures tamper-
resistant model clustering in IIoTs applications.

Lakhan et al. [23] developed a BC-enhanced FL-BETS
task scheduling framework for healthcare applications. Al-
Asqah and Moulahi [24] also comprehensively reviewed the
integration of a trusted execution environment using FL and
BC in the IoTs.

Zhenquan Qin et al. [25] proposed a secure maritime IoT
data sharing system leveraging FL-based edge computing and
BC. Xu et al. [26] developed a Federated Neural Collaborative
Filtering (FNCF) model to predict BC trustworthiness.

Abdelrahman et al. [27] presented a lightweight hybrid
framework for FL-based collaborative filtering, incorporating
BC SCs [28]. Similarly, Alghamdi et al. [29] proposed an edge
intelligence framework leveraging FL to process decentralized
user data, integrating BC technology for secure collaborative
learning in the Consumer Internet of Things (CIoT).

These studies demonstrate that FL can significantly enhance
security, privacy, and scalability in IoT and SG environments.
This security can be further enhanced by integrating other
technologies, such as BC.

III. METHODOLOGY

This section presents the methodology used in this research
to enhance privacy in SGs and IoT systems using FL. The
proposed approach is divided into: (1) defining the problem
and designing a proposed system architecture; (2) identifying,
collecting, and pre-processing data; (3) designing a FL model;
(4) proposing privacy-preserving mechanisms; (5) implement-
ing and evaluating it; and (6) analyzing the case study.

A. Problem Definition and System Architecture Design

This first step identifies privacy challenges in SGs and IoT
systems and then designs a system architecture that uses FL
to address these challenges. The system architecture consists
of the following components:

TABLE I
SUMMERY OF SEVERAL STUDIES WORKED ON ENHANCING PRIVACY

No. Working area Contributions References
1. Authentication

and Privacy
FL for biometric authen-
tication, decentralized au-
thentication using DAG,
ECC-based FL for privacy

Coelho et al. [11],
Fan et al. [19],
Arumugam et al.
[20]

2. BC and FL in
IoT

Privacy risks in FL-IoT,
BC solutions, security
challenges in FL-IoT
integration

Ali et al. [13],
Issa et al. [17],
Al-Asqah & Molay
[24]

3. Intrusion
Detection and
Security

FL-BC for IIoT security,
FL deep learning mod-
els, reward-based authen-
tication in IoT

Ali et al. [14],
Gogouth et al. [15],
Sharma et al. [18]

4. Edge and
Decentralized
Learning

Decentralized FL with
BC, edge intelligence in
CIoT, trust management

Calo & Lu [16],
Al-Ghamdi et al.
[29], Abdulrahman
et al. [27]

5. Healthcare
Applications

BC-FL for diabetes
prediction, EHR security,
task scheduling in
healthcare

Mollahi et al. [12],
Goduri et al. [21],
Lakhane et al. [23]

6. Specialized
Applications

Trusted execution in IIoT,
secure maritime IoT, BC
trust prediction with FL

Kalabaking et al.
[22], Chen et al.
[25], Xu et al. [26]

• Decentralized devices/nodes: These represent IoT devices
as well as SG sensors that collect and store data locally.

• Local model training: Each device receives a ML model
and trains it locally using its own data.

• Central aggregator: A central server or coordinator that
collects model updates from decentralized devices with-
out requiring raw data.

• Communication protocol: A secure communication pro-
tocol for transmitting model updates between devices and
the central aggregator. BC technology can be used as
one of these technologies, as some previous studies have
indicated [11], [13], [14] and other.

This system architecture ensures that private and sensitive
data remains on local devices without needing to be shared,
preserving privacy and enabling collaborative model training.

B. Data Identification, Collection, and Preprocessing

The domain or sector to be worked on is identified, such
as the industrial sector. Data is collected from IoT devices
and SG sensors, which may include energy consumption data,
user behavior patterns, and sensor readings. The collected data
is preprocessed to ensure data quality and consistency. Data
preprocessing includes:

• Data Cleaning: Removing noise, missing values, and
outliers.

• Normalization: Scaling the data to a standard range to
improve model performance.

• Feature Extraction: Identifying relevant features for train-
ing the ML model.

C. Design and Build a FL Model

A FL model is designed to address specific tasks in SGs and
IoT systems, such as demand forecasting, anomaly detection,



or energy optimization. The model design and build process
involves the following steps:

• Model selection: Selecting an appropriate ML algorithm
(such as neural networks or decision trees) based on the
task requirements.

• Local training: The model is trained on each end device
using its local data, and then model updates (such as
gradients or weights) are calculated.

• Global aggregation: A central aggregator aggregates
model updates from all participating devices using var-
ious aggregation techniques, such as federated average
(FedAvg), to improve the global model.

It should be noted that the FL process is iterative, involving
multiple rounds of local training and global aggregation until
the model converges.

D. Privacy Preserving and Enhancing Mechanisms

To further preserve and enhance privacy, additional mecha-
nisms are incorporated into the FL framework. These include:

• Differential Privacy: This feature adds obfuscation to
model updates to prevent the disclosure of sensitive
information during aggregation.

• Secure Multi-Party Computing (SMPC): This feature
enables devices to collaboratively compute model updates
without revealing their raw data.

• Symmetric Encryption: This feature encrypts model up-
dates before transmission to ensure that the central ag-
gregator does not access sensitive information.

These mechanisms are unique in that they ensure privacy is
preserved throughout the FL process.

E. Using a Poisoning Attack

To ensure the framework’s robustness against poisoning
attacks, attacks are simulated by injecting malicious data into
the training process. The goal is to evaluate the framework
when a portion of the training data is compromised. The
poisoning attack is performed in the following steps:

• Data Poisoning: A percentage of the training data is
manipulated to add incorrect labels or noisy samples. The
noise strength (p) represents the percentage of manipu-
lated data (e.g., 5%, 10%, 20%).

• Attack Implementation: The poisoned data is inserted
into the local datasets of the selected devices during
the training process. These devices then calculate model
updates based on the poisoned data, which are aggregated
into the global model.

• Evaluation: The impact of the poisoning attack is evalu-
ated by measuring the degradation of the global model’s
accuracy on the test set.

F. Implementation and Evaluation

The proposed FL framework is implemented in a simulated
SG and IoT environment. The implementation includes:

• Simulation setup: A distributed environment containing
multiple IoT devices and SG sensors is created.

• Model training: The FL model is trained using simulated
data that mimics the data in edge devices.

• Performance evaluation: We then evaluate the model’s
performance using various metrics such as accuracy,
precision, recall, and F1 score.

• Privacy analysis: In this step, the effectiveness of privacy-
preserving mechanisms is evaluated using various metrics
such as privacy loss and data leakage risk.

Finally, the evaluation results are compared to traditional
centralized ML methods

G. Case Study Analysis

A case study is conducted to validate the proposed frame-
work in a realistic SG and IoT scenario. The case study
includes:

• Scenario Description: This step describes the specific
use case, such as energy demand forecasting or anomaly
detection in a SG.

• Data Collection: This step collects real-world data from
IoT devices and SG sensors to their servers.

• Model Implementation: This stage applies the FL model
to the collected data in their server.

• Results and Discussion: Finally, the results are analyzed
and their implications for privacy, security, and scalability
in SG and IoT systems are discussed.

This methodology presents a comprehensive approach to
enhancing privacy in SGs and IOTs systems using FL. This is
due to the following points:

• Decentralized model training eliminates the need for cen-
tral data collection. Consequently, each device computes
model updates using its local data, and only these updates
are then shared with a central aggregator.

• Privacy-preserving mechanisms, such as differential pri-
vacy, add controlled noise to model updates to prevent the
disclosure of sensitive information during aggregation.

• Scalability and efficiency: The framework is designed to
scale efficiently across large numbers of devices by re-
ducing the need for data transfer and utilizing lightweight
communication protocols, which in turn reduces commu-
nication costs and latency.

IV. EXPERIMENT ENVIRONMENT

In this section, we present the experiment environment to
enhance authentication and privacy in SGs and IoT systems
using FL. These experiments are designed to evaluate the
effectiveness of FL in maintaining secure authentication and
privacy while preserving model performance. The consistency
of the results with the objectives of this work is also discussed.

A. Datasets

To evaluate the proposed FL framework, two open-source
datasets from the ML community were used: MNIST and
CIFAR-10. These two datasets were chosen for their impor-
tance in image recognition tasks, which can be similar to
data processing tasks in SGs and IoT systems, such as pattern
recognition and anomaly detection.



We used two types of dataset: 1. MNIST dataset to simu-
late poisoning attack scenarios, where the poisoning strength
coefficient (p) represents the percentage of processed data. 2.
CIFAR-10 dataset to evaluate the framework’s performance on
more realistic and complex data, representing the diverse data
types encountered by IoT systems.

B. Experimental Setup

The experiments were conducted in a simulated FL envi-
ronment, integrating BC technology and privacy-preserving
mechanisms to enhance security and privacy. The experimental
setup included the following components:

a) Model Settings:
• The CNNs were used as the baseline ML model for both

datasets.
• The CNN architecture was designed with a 5×5 convo-

lutional kernel, a step size of 1, and a ReLU activation
function.

• The input dimensions were adjusted to accommodate the
MNIST (28×28) and CIFAR-10 (32×32) datasets, while
maintaining the same network architecture to ensure
consistency.
b) Training Configurations:

• The FL framework was implemented using 10 to 100
nodes, each representing an IoT device or SG sensor.

• Data was distributed evenly across nodes, ensuring each
participant received an independent and identically dis-
tributed (i.i.d.) dataset. - Local training was performed
for 20 epochs with a learning rate of 0.01, a batch size
of 64, and a momentum of 0.5.

• Poisoning Attack Simulation: Poisoning attacks operate
by randomly selecting a subset of devices and then inject-
ing infected data into their local datasets. The poisoning
strength (p) is varied (e.g., 0%, 5%, 10%, 20%) to
evaluate the robustness of the framework under different
attack severities.

• Differential privacy was applied by adding Laplace noise
to the model updates, with a deviation coefficient of 0.
c) Evaluation Metrics:

• Accuracy: This is the primary metric for evaluating the
model’s performance on test samples.

• Training Loss: This is calculated using the cross-entropy
loss to monitor the model’s convergence during the
training process.

• Convergence Time: This represents the time required for
the FL process to complete a full communication cycle.

V. RESULTS AND DISCUSSIONS

This section presents the results obtained after applying the
performance of the FL framework to the MNIST and CIFAR-
10 datasets. The results are categorized into four main areas:
(1) model accuracy, (2) training loss, (3) robustness to hacking
attacks, and (4) balance between privacy and performance. The
figures 1, 2, 3 and 4 and tables II, III and IV below illustrate
these results.

A. Model Accuracy
The FL model achieved high accuracy on both the MNIST

and CIFAR-10 datasets, demonstrating its ability to handle
diverse data types. The accuracy results for both sets are as
follows: MNIST dataset: The model achieved 98.2% accuracy
on the test set. CIFAR-10 dataset: The model achieved 85.6%
accuracy on the test set.

Fig. 1. Comparison of MINST and CIFAR-10 in terms of accuracy

The main reason for the high accuracy of the MNIST dataset
is the simplicity of its data structure.

B. Training Loss
We observe a steadily decreasing training loss over time for

both datasets, indicating effective convergence of the model.
The training loss values for the key epochs are are shown in
table II.

TABLE II
SUMMERY OF SEVERAL STUDIES WORKED ON ENHANCING PRIVACY

Epoch MNIST Loss CIFAR-10 Loss
1 0.45 1.20
5 0.20 0.80

10 0.10 0.50
15 0.05 0.30
20 0.02 0.15

Fig. 2. Comparison of MINST and CIFAR-10 in terms of loss over time

We observe that the training loss for both datasets decreased
rapidly in the initial epochs and stabilized in subsequent
epochs, indicating efficient learning.



C. Robustness to Poisoning Attacks

Poisoning attack simulations were performed by processing
a percentage of the training data to assess the robustness of the
FL framework. Table III shows accuracy results for different
poisoning strengths.

TABLE III
ACCURACY FOR MNIST AND CIFAR-10 AFTER POISONING ATTACK

Poisoning Strength MNIST Accuracy CIFAR-10 Accuracy
0 % 98.25 % 85.6 %
5 % 97.5 % 84.0 %
10 % 96.8 % 82.5 %
20 % 95.0 % 80.0 %

The results show that the model demonstrated resilience
to poisoning attacks, with accuracy decreasing only slightly
as the poisoning strength increased. Compared to traditional
centralized ML models, which often experience significant
drops in accuracy under similar attack conditions [30], a
decentralized system based on FL and privacy-preserving
mechanisms offers improved resilience, making it a more
secure and reliable solution for IoT applications.

Fig. 3. Robustness against Poisoning Attacks for MINST and CIFAR-10

D. Privacy and Performance Tradeoffs

Differential privacy was implemented by adding Laplace
noise to the model updates to assess the tradeoff between
privacy and model performance. The table IV shows the
accuracy results for different privacy loss values:

TABLE IV
ACCURACY FOR MNIST AND CIFAR-10 AFTER POISONING ATTACK

Privacy Loss (ε) MNIST Accuracy (%) CIFAR-10 Accuracy (%)
0.1 97.5 84.0
0.5 98.0 85.0
1.0 98.2 85.6
2.0 98.5 86.0

Adding noise to differential privacy had a minimal impact
on the accuracy of the model. This means that privacy can be
preserved without significantly model performance.

Fig. 4. Comparison of MINST and CIFAR-10 in terms of privacy loss

E. Case Study: Energy Demand Forecasting

To validate the framework in a real-world context, a case
study on energy demand forecasting was conducted using
the UK-DALE dataset [31]. This dataset contains electricity
consumption data from five UK households, recorded at high
temporal resolution. The following table V illustrates the
obtained results.

TABLE V
ACCURACY RESULTS FOR MNIST AND CIFAR-10 AFTER POISONING

ATTACK

Metric Value
Accuracy (%) 92.4
Training Loss 0.08

Consensus Time (s) 2.5
Privacy Loss (ε) 0.5

The FL framework was applied to preprocessed data, with
each smart meter training a local model using its own data.

The experimental results demonstrate the effectiveness of
FL in enhancing privacy and preserving model performance in
SGs and IoT systems. The framework achieved high accuracy
on both datasets, and the results demonstrated its ability to
withstand hacking attacks. The case study also demonstrated
the framework’s applicability in real-world scenarios.

VI. CONCLUSION

This paper presents a privacy-preserving FL framework,
focused on SGs and IoT systems, that addresses critical
challenges in data privacy, security, and scalability. The work
utilizes a decentralized model training technique like FL and
incorporates advanced privacy-preserving mechanisms, such as
differential privacy and secure aggregation.

The framework keeps sensitive data local to devices without
requiring sharing, mitigating the risks associated with central-
ized data collection. Extensive experiments on the MNIST
and CIFAR-10 datasets have demonstrated the framework’s
effectiveness, achieving high accuracy (98.2% on MNIST
and 85.6% on CIFAR-10) while maintaining high robustness
against jamming attacks and privacy violations.

Furthermore, the framework boasts excellent scalability and
capacity, with low consensus times even as the number of



nodes increases, making it suitable for large-scale IoT deploy-
ments. A case study on energy demand forecasting in SGs
confirms its real-world applicability.

We are thinking for future work directions using a real-
world data to validate the framework on real-world SG and
IoT datasets, and enhance it with other privacy- and security-
enhancing technologies, such as BC.
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